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Abstract: 10T networks pose many security challenges due to the transfer and storage
of a large amount of data and the need for a long battery life of the end devices.
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Cyberattacks on 10T devices are growing daily and detecting them and limiting their

consequences is key to consumer trust in l10T-based solutions, and hence their wider
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application in various business solutions. This article presents an analysis of the
advantages and disadvantages of approaches to increasing security in 10T networks
based on blockchain technologies, artificial intelligence and cryptographic security

methods.
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1. Introduction threat to the privacy of 10T data. The limited processing

Internet of Things (loT) is a technology that allows
connected objects on a network such as software
applications and intelligent systems to interact, collect, and
process massive amounts of data, providing a variety of
services to end users. 10T devices range from small sensors
and actuators to smart tools, enabling companies to
automate processes and reduce labor costs in healthcare,
smart home, and smart industry with multiple applications
[1].

Over the past 5 years, 10T has had a significant impact
on the advancement of communication by enabling the
integration of disparate objects within a unified network.
Thanks to this technology, companies can automate
processes and reduce labor costs. 10T is one of the most
important technologies for business and everyday life and
has the potential to gain momentum in usage [2]. The
number of 10T devices is expected to exceed 29 billion by
2030, indicating the rapid growth of 10T [3]. In recent
years, 10T data transmission has been increasing due to the
integration of loT applications across a wide range of
domains [4].

IoT applications are being integrated across a wide
range of industries, leading to the rapid expansion of the
market. Wireless Sensor Networks (WSNs) play a critical
role in l1oT deployment [5]. In addition, WSN is an
essential technology especially for real-time application
development. They enable automation of various
processes based on measured environmental parameters.
WSN is used in healthcare and other industries to
transform various service sectors that use loT data
33transmission [2].

Despite the benefits of 10T, cyber-attacks are becoming
more frequent as the flow of 10T data increases, posing a
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power and insufficient memory resources of 10T devices
make it difficult to implement comprehensive security
mechanisms. Because of these limitations, devices are
vulnerable to attacks that allow unauthorized access to
private information [6]. As a result, devices are susceptible
to attacks such as BotNet, Man-in-the-middle, Distributed
Denial of Service (DDoS) [7,8]. Due to these
vulnerabilities, it is crucial to ensure the security of 10T
communication sessions. Identifying resource-constrained
devices and their associated resources is a challenging task
in today's busy environment [9].

The process for recruiting research papers is performed
systematized according to the algorithm shown in
Figure 1, following the main steps of the updated PRISMA
method [10]. During the review of papers, a search is made
for the keywords "loT", "security" and "proposed" in the
databases of Google Scholar, Science Direct and ACM.

The search is filtered in the range from 2020 to 2024.
As a result, a total of 101 research papers are identified.
The purpose of this filtering is to find contemporary paper
related to the topic. After analyzing the papers for
relevance through their abstracts, 86 scientific of them are
identified. Then, an analysis is made of whether the
problem related to 10T security is discussed and whether a
solution to this problem is proposed. The papers that do
not comply these criteria are 26 and are thus not
considered. The residual 60 papers are considered the most
proper for analyzing modern approaches to secure loT
networks.

2. 10T Security Technologies

Various technologies such as Blockchain, Artificial
Intelligence, and Cryptographic methods are being used to
ensure the security of 10T which have been improving the
security of 10T over the last 5 years. These technologies
are an integrated approach to protect devices and their data
from various types of cyber-attacks. Combining them into
a holistic approach is essential to create resilient and secure
10T systems in the future.
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Fig. 1. Prisma process of literature review.

2.1.Blockchain

Blockchain technology is efficient due to its
decentralized nature and the high degree of security it
provides for data storage and transactions. By using
cryptographic solutions and consensus mechanisms,
Blockchain provides immutability and protection of
information, making it suitable for loT security. Security
solutions have been developed using this method.

The proposal in [11, 12] includes a specific protocol for
secure authentication of personal data when exchanging
information between users and medical sensor devices. In
the protocol, Blockchain is used to store the device
information, authentication key and chaotic Chebyshev
card to secure the authentication process and key. The
objective of the proposed protocol is to solve the security
problem of users of electronic medical services in IOMT.
In [13] by proposing a Blockchain based framework for
0T data management using the Delegated Proof of Stake
(DPoS) consensus algorithm the author proposes an
approach to solve the security problem in 10T networks.
Interplanetary File System (IPFS) distributed storage
system and Docker are implemented to evaluate the
network performance in terms of throughput, latency and
resource utilization. In [14], Combo-Chain is proposed, a
system implemented on Ethereum's access control
platform and is based on attributes (ABAC), smart
contracts and sharding seeks to solve the problem of access
control to various resources in loT environments. The
study in [15] focuses on the security problem of
communication between loT devices that communicate
over multi-hop cellular networks. A Blockchain-based
approach with multitier architecture is proposed to solve
this problem. The 10T network is partitioned into clusters
using self-clustering method designed with EASISS-
NEWO technique to increase network lifetime and
security and reduce processing burden, network load and
latency. In the study [16], an improved DPOS-PBFT
controllable consensus mechanism is proposed to
simultaneously guarantee the security of inter-node

Included

anticollision attacks and the efficiency of transaction
consensus. The goal of this proposal is to solve problems
such as network delays and transmission errors. In [17],
the problem of implementing service-oriented architecture
in 1oT which is complex to maintain scalability and
transaction exchange in a federated cloud system is
addressed. Blockchain based microservice security system
is proposed. This enables the exchange of transactions
between permissioned Blockchain managers at different
cloud service providers with some limitations. In addition,
a microservice and Blockchain based security framework
is implemented to ensure security and protect access
control. Security features are implemented based on a
smart contract between authorized Blockchain managers
to achieve interoperability

In [18], a Blockchain based 10T data storage solution
is proposed that performs batch transaction recording to
optimize the data read and write speed. The solution aims
to establish a balance between performance and data
integrity in 10T transactions for agriculture. The data is
first encrypted using RC5 algorithm and then stored using
off-chain Merkle tree. The objective of the proposed
solution is to solve the problem of low efficiency in
collecting and processing 10T data in agriculture and
security issues in storing this data. In [19], a Blockchain
based framework is proposed for secure delivery of end-
of-the-end software updates for 10T devices using
attribute-based encryption. The objective of the proposed
solution is to secure software updates to address the
vulnerability of 10T devices to hacker attacks.

The study in [20] presents a lightweight hierarchical
Blockchain based on multi-chain access control in 10T
systems. The study in [21] considers DDoS and Sybil
attacks as part of the security problems and a lightweight
Proof of Work (PoW) for Blockchain in 10T is proposed to
solve this problem. Heterogeneity Considered Trust
Mechanism and Trust based Time-Constrained PoW
(TBTC-PoW) is presented. Reasonable time windows of
consensus nodes are allocated according to computational
resources, trust values and mining difficulty, which
reduces energy consumption and improves PoW security.
In [22], Proof of Concept (PoC) is proposed to integrate
Blockchain and smart contracts into the information flows
used in various Common Data Environments. The
objective of the proposed solution is to reduce human
errors and increase the reliability and transparency of
decision-making processes at construction sites pertaining
to the structural system. Smart contracts with different
levels of complexity are used, and the enhanced version
compares the exchanged information with the data
collected by 10T sensors on the construction site.

These studies highlight the importance of integrating
Blockchain technology into loT systems to address
security challenges and provide secure and reliable loT
solutions. Blockchain technology offers as a solution to
secure data communication and to provide a reliable and
decentralized network system. Blockchain technology
offers significant advantages for 10T security through
decentralized structure and high level of data protection
through consensus mechanisms such as PowW, DPoS and
PBFT. The solutions discussed show that Blockchain can
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improve access management, protect data from hacking
attacks and ensure secure communication between loT
devices.

Despite these advantages, the application of
Blockchain solutions to 10T security causes a scalability
problem because Blockchain networks create difficulties
in managing the large amount of data generated by 10T
devices, which can lead to difficulties in managing large
volumes of data and delays in processing [23]. The
complexity of integration and lack of standardization
increase the cost and challenges of deploying loT
ecosystems that use Blockchain methods [24].

2.2. Artificial intelligence

Artificial intelligence methods also have an important
role to play in improving loT security. Al-based cyber-
attack detection and prevention systems can identify
anomalies and potential threats, enabling a fast and
effective response to potential incidents.

In [25], an automatic intrusion detection system is
proposed using a well-known machine learning model,
Random Forest, on a dataset (UNSW-NB15). The goal of
this proposal is to improve the detection rate and reduce
false problem alerts by improving the detection accuracy
of network attacks. In [26], a CyberAlBot intrusion
detection system for 10T cybersecurity targeting
operational and information technology network traffic is
presented. The proposed solution in [27] includes a cost-
based classifier (CRFC) to develop an efficient Intrusion
Detection System (IDS). The CRFC based classification is
improved by incorporating a cost matrix computed based
on feature importance which helps to improve the feature
separation process even if there is feature imbalance.

In [28], an efficient 10T network anomaly mitigation
system is developed by designing and deploying a DDoS
attack detection system that uses a statistical method
combining three algorithms: exponentially weighted
moving average (EWMA), K-nearest neighbors (KNN),
and cumulative sum (CUSUM) algorithm. In [29], an loT-
driven cross-device method is proposed to learn an IDS
model on the traffic of different 10T devices included in
the widely used N-BaloT dataset. The purpose of this
method is BotNet discovery from loT through Deep
Autoencoders. In [30], a feature selection solution is
proposed using a classifier based on genetic algorithm. The
aim of the method is intrusion detection in the loT
environment which is facing threats from BotNet attacks.
The research [31] presents an approach to reduce DDoS
attacks by being closer to the source of the attack, which
provides faster response and greater efficiency. This
approach combines host-based and network-based
intrusion detection systems (HIDS and NIDS). The model
offers a blended approach to anomaly detection at both the
local and network level. The use of federated learning
allows devices to process their data locally and contribute
to the overall detection system, which improves the
accuracy of detected anomalies and reduces the load on
centralized systems.

In the research [32], a flexible edge (Edge) security
approach is created that automatically creates and adapts
security policies for edge loT devices. The approach
combines a dynamic security policy generator with a

conflict detection and resolution system, a bias-aware risk
assessment system, a regulatory compliance analysis
system, and an Al-driven adaptivity integration system. In
[33], a Blockchain based security system is proposed that
uses PUF model to protect 10T devices by sharing alarm
signals in the network. The use of machine learning and
Blockchain technology results in low false positive rates
and high detection accuracy in the system. The goal of this
model is to efficiently and securely share data across the
network, which reduces the likelihood of cyber-attacks and
improves the overall security of 10T infrastructures. In
[34], critical security challenges on the Internet of Things
(10T) domain are addressed by applying a solution that
combines Convolutional Neural Networks (CNN) for
feature extraction and the XGBoost model for intrusion
detection. By applying the introduced hyperparameter
optimization algorithm, more efficient models capable of
handling intrusion detection effectively are constructed.
In [35], a complete real-time cyber-attack detection
architecture is developed to simulate complex attack
scenarios and provide appropriate countermeasures. The
architecture uses current data and artificial intelligence
modules to analyze and visualize threats, which improves
the understanding of attacks and response capabilities. The
goal of this system is to analyze data and prevent
cyberattacks in a virtual environment, which is key to
verifying and validating various defense methods.
Artificial Intelligence solutions enable proactive
detection of new and unknown threats by analyzing
network traffic anomalies. They can continuously learn
and adapt to new types of attacks, such as DDoS or BotNet,
and identify complex patterns of behavior in real time.
Despite these advantages, using artificial intelligence
to protect 10T has several drawbacks. Using Al systems
can be costly and difficult to deploy, especially for small
businesses, and increases the potential for cyberattacks by
creating new risks. Also, Al can create false positives,
making it more difficult to detect new threats. This creates
vulnerability to new cyber-attacks [36]. Such solutions
often require a large amount of data and computational
resources for training and analysis, which can be
challenging for loT devices with limited resources [37].

2.3.Cryptographic methods

Cryptographic methods are essential for securing loT
networks. Technology encompasses various methods such
as symmetric and asymmetric encryption and hashing that
protect communication and information  from
unauthorized access and manipulation, ensuring data
confidentiality and integrity. The use of cryptographic
techniques enhances the protection of communication
channels, data generated by 10T devices, and the
management of these devices [38]. Protecting data privacy
in 10T settings is critical, as exposure of sensitive data can
lead to challenges for both organizations and individuals.
There is research addressing this problem by applying
cryptographic techniques [39]. The proposal presented in
[40] involves using a combination of end-to-end encrypted
messages to solve the problem. To protect the useful data
generated by MQTT, the Fernet cryptographic method is
applied. This method provides authentication using
SHA256 for hashing and AES128 for encryption
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algorithms. The study in [41] presents an innovative
algorithm that uses artificial intelligence to improve the
encryption process of autonomous loT systems. The main
goal of the algorithm is to minimize the computational
complexity associated with data encryption at both
endpoints and intermediate nodes of loT systems. To
achieve this, an MD5 hashing algorithm is used on the
encrypted data collected in 10T. The proposal in [42],
involves the development and implementation of a
cryptographic system for 10T. The system uses the AES
algorithm in Electronic Code Book, Cipher Block
Chaining and Counter modes of operation as well as
additional security schemes such as AES Galois/Counter
Mode and AES Galois Message Authentication Code to
encrypt and decrypt text, images and electronic data
applications. The research in [43] introduces adaptive
eXtensible Access Control Markup Language (XACML)
access policies specifically designed for heterogeneous
distributed 10T environments. The main goal of these
policies is to extend the capabilities of traditional XACML
by integrating access code generation and verification
schemes. To ensure the security of the access code, it is
encrypted using MD5 and SHA-1 hashing. In [44], an
algorithm is presented that uses artificial intelligence to
improve the encryption process of autonomous loT
systems. The main goal of the algorithm is to minimize the
computational complexity associated with data encryption
at both endpoints and intermediate nodes of 10T systems.
To achieve this, the algorithm uses MD5 hashing to
encrypt the data collected at the 10T end nodes.

In [45], Lamport Merkle Digital Signature Verification
is implemented to protect sensitive patient data from
unauthorized access. Furthermore, authentication of loT
devices is achieved by creating hash value trees using
Lamport Merkle Digital Signature. The goal of this
strategy is to increase the security and privacy of loT
devices used in healthcare. In [46], the challenges
associated with the identification and authentication of loT
devices are addressed by proposing the Secure
Communication and Authentication for 10T applications
using the Blockchain method. Using Blockchain and a
hybrid cryptosystem that includes AES, the Elliptic Curve
Digital Signature Algorithm (ECDSA) and the SHA hash
function, this method provides a complete security
solution. AES is used to ensure the confidentiality of
communication between two devices, while ECDSA
establishes secure communication between the device and
the cluster coordinator. The goal of this approach is to
strengthen loT security measures by providing protection
against potential attacks and optimizing computation and
storage costs.

In [47], an architecture for AES that is resilient to
errors and attacks is proposed for loT applications,
offering a cost-effective solution for error detection in
security applications. By integrating the processes of AES
encryption and decryption, it provides a comprehensive
approach to real-time data protection. The architecture
allows for efficient processing and ensures that the system
can detect and handle errors. The study in [48] presents a
scheme for preserving the privacy of data generated by loT
devices. The scheme proposes the use of homomorphic
encryption to protect the data sent from user devices to the

coordinator. By employing this encryption technique, the
scheme aims to prevent unauthorized access and ensure
that unreliable cloud servers cannot obtain information
about the specific tasks performed on the patient's
encrypted data.

The main objective is to enhance the confidentiality
and security of sensitive medical information, thereby
instilling confidence in patients and healthcare providers
regarding the protection of their data. A scheme for
authenticated key agreement is proposed in [49]. By
utilizing Elliptic Curve Cryptography (ECC), the proposed
solution ensures a high level of protection against
unauthorized access. This approach guarantees the
maintenance of trust and reliability of 10T systems in the
face of evolving cyber threats. The aim of the research in
[50] is to ensure that users can search for specific
information in Blockchain without compromising the
security and integrity of the data. By integrating deep
learning algorithms and homomorphic encryption, the
system offers a reliable solution for protecting sensitive
information while enabling effective searching. In [51],
through a combination of different cryptographic
algorithms, the proposed Hybrid and Adaptive
Cryptographic framework aims to increase the security
and reliability of communication channels in loT
networks. The use of AES, RSA, and ECC algorithms in a
hybrid manner provides a reliable and versatile approach
to encryption, meeting the diverse communication
requirements of 10T devices. The study in [52] focuses on
increasing the security of communication between 10T and
Blockchain by introducing an algorithm to generate a
secure secret code. By including a secure secret code in the
original message generated by 10T devices, the algorithm
aims to ensure confidentiality and integrity of the
transmitted data.

Using ECC to generate a hash of the secret code and
message adds an extra layer of protection against
unauthorized access. In addition, AES is used to protect all
information using a single secret key. These keys are pre-
generated and distributed to the targeted devices, allowing
them to decrypt the encrypted data. In [53], the NTM-
LEACH-RSA algorithm is used to solve security problems
in WSN. The main objective of this approach is to optimize
energy use while extending the uptime of the network.
Using a cryptographic algorithm, RSA communication
and data integrity within WSN are effectively protected. In
[54] it is presented the development of Reconfigurable
ASCON Hash Functions for 10T Applications (RECO-
ASCON) - a reconfigurable cryptographic processor that
offers a solution for working with multiple hash modes. By
incorporating the ASCON Hash and Hasha algorithms,
this solution provides secure message transmission in the
10T field. The versatility of RECO-ASCON allows it to
adapt to different hashing requirements, providing a
reliable cryptographic solution for IoT.

The main objective of [55] is to establish a reliable
model for the protection of consumer data and the
maintenance of the privacy of patients' personal data in the
field of IoMT. To achieve this, a model for searching
encrypted data and a hybrid cryptographic algorithm is
employed, which combines the principles of the Caesar
cipher, Elliptic Curve Diffie-Hellman (ECDH), and the
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Digital Signature Algorithm (DSA). This combination
enables the protection of messages during their
transmission and facilitates secure key exchange between
clients and healthcare centers. In [18], increasing the
security and reliability of software updates is the main goal
of the proposed Blockchain-based distributed software
update framework. Using smart contracts and the ECDSA
digital signature algorithm, the framework ensures the
authenticity of the identity of the software creator.
Additionally, the integrity of the software update is
protected by verification using the SHA-3 cryptographic
hash. This comprehensive approach aims to provide end-
to-end protection and verification throughout the entire
software delivery process.

In [56], to improve patient care and enable remote
medical consultations, the MedloTverse framework is
presented. This framework covers vital parameters such as
heart rate, blood pressure, and body temperature for
effective patient monitoring. The focus of the proposed
solution is to provide protection in the transmission of
patient data to the health server. For this purpose, the AES-
256 cryptographic algorithm is used, which provides a
stable and reliable encryption method. The research in [57]
aims to address vulnerabilities related to client 10T node
authentication using the Tempered ECDSA algorithm.
Using a timestamp that is not shared and has a short
lifespan adds an extra layer of security to the
authentication process. Cryptographic solutions are critical

confidentiality, integrity, and authenticity of data,
preventing unauthorized access and manipulation. Various
methods such as AES, RSA, SHA-256, MD5, and ECDSA
are used to encrypt, hash, and sign data, providing security
when devices exchange information. Cryptographic
algorithms such as AES and RSA provide secure
communication and are reliable in critical systems where
privacy is key. Also, solutions such as ECC and optimized
versions of AES are suitable for resource-constrained
devices in loT, offering high security and minimal
resource usage [58, 59].

Table 1 presents the most used loT security methods.
From the analysis of 10T protection, over the past 5 years,
the most used methods are Blockchain and cryptographic
approaches. Blockchain technology is used for its
decentralized structure and high level of data protection
through consensus mechanisms such as PoW, DPoS, and
PBFT. However, generating a large volume of data from
10T devices can lead to processing delays, and this creates
an inability to protect data. Cryptographic methods are
used because of the ability to create high-security loT
solutions with minimal use of resources, which makes
them preferred over Blockchain. Of the cryptographic
methods considered, AES is the most used, as it is
standardized by the National Institute of Standards and
Technology in the United States [60] and is recognized as
a secure and reliable cryptographic algorithm that is
essential for the security of 10T networks [61].

to the security of loT networks, ensuring the
Table 1. Existing loT Security Solutions
References
Technology Method 2024 2023 2022 2021 2020
Consensus PoW [11]; [20]; 5
Mechanisms Lot [21];
DPoS [12]; [15];
o EOSIO [12];
Bl . Distributed :
Ledger Hyperledger Fabric [16]; [171; [50];
Ethereum [13]; [14]; [16];
1191 [14]; 1201 :
[11]; [12]; r1e1. a1 1177 [190; [32];  [46];
Smart Contracts 15]; [16]; [17]; . !
sy, PORLEEETE oy paay;
Support Vector ) .
Machines (SVM) [24]; [32J;
Random Forests (RF) [26];
Security IDS (Intrusion K-Nearest Neighbours [14]; [27];
Detection (kNN)
(Artificial System) Auto-encoders [25]; [28]; [41];
Intelligence) Recurrent Neural
Network (RNN) [34]; [50J;
Genetic Algorithm (GA) [29]; [44],
IPS (Intrusion __ Federated Learning [31];
Prevention Convolutional Neural [32];
System) Networks (CNN) '
e 1481 TE17- 1217 1a91-  L49];
Data Encryption AES, RSA, ECC, DH [9l; [5',5]’ 173 [48]f (51 [311; [4,9]’ [46]; [41];
[58]; [52]; 50h Ly
Cryptographic [15]; [40];
solutions Hash Functions SHA256, MD5, SHA3 [10];  [17]; [51]; [53]; [42];  [39];
[54]; [43];
Digital . e . [44];
Signatures RSA, ECDSA, DSA [56]; [38]; [54]; [31]; [45]:
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1. Conclusion

This study examines the advantages and disadvantages
of core security technologies in Internet of Object (1oT)
systems, including blockchain, artificial intelligence, and
cryptography. Blockchain improves access control and
protects data from hacker attacks in the loT but poses
challenges with scalability and integration.

The lack of compliance with standards aggravates the
costs and difficulties of using blockchain-based loT
systems. The capabilities of artificial intelligence include
threat detection by analyzing atypical situations in network
traffic, but its implementation comes with high costs and
new risks, such as false alarms and the need for extensive
data training. These factors could pose a serious problem
for devices that have limited resources. Cryptographic
methods are a mandatory component for securing loT
networks, ensuring the confidentiality, integrity, and
authenticity of data. AES and RSA are efficient algorithms
that provide secure communication and are used
successfully in critical systems. Encryption methods are
known for their minimal resource requirements, making
them suitable for 10T devices with limited computing
power. According to the study, the AES algorithm is the
most used cryptographic method in 10T networks due to its
efficiency and standardization. After the security
techniques in 10T systems studied, the use of cryptographic
methods for 10T security is mainly observed.

Their advantages such as offering high security with
minimal resources make them suitable for environments
with limited computing capabilities. Of the cryptographic
methods, the use of the AES algorithm in 10T networks
prevails. With key lengths of 128, 192, and 256 bits, this
encryption algorithm is widely used due to its efficiency in
making decryption a complex process.
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