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Abstract: Federated learning (FL) enables collaborative training without sharing raw
data but remains vulnerable to privacy leakage, poisoned gradients, and incorrect
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aggregation. Homomorphic encryption (HE) supports secure aggregation over

encrypted updates, yet existing solutions are heterogeneous and lack systematic
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comparison. This paper presents a PRISMA-based systematic review of 104 studies
on HE-enabled security mechanisms in FL, analyzed within the confidentiality—
integrity—availability (CIA) framework. The results show a growing focus on
poisoned-gradient robustness and verifiable aggregation, while only few integrated
approaches address all CIA dimensions. These findings outline current limitations
and guide future development of secure and trustworthy federated learning systems.
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1. Introduction

Federated learning has emerged as a prominent
paradigm for collaborative model training without
centralizing sensitive data, enabling distributed
participants to jointly build machine learning models while
maintaining local data ownership [1, 2]. Despite this
decentralized design, numerous studies demonstrate that
standard FL protocols remain vulnerable to privacy
leakage, model poisoning, and aggregation manipulation
[3, 4, 5 6]. Consequently, cryptographic protection
mechanisms are increasingly integrated into FL systems to
provide stronger confidentiality, integrity, and availability
guarantees [7].

Among existing privacy-preserving technologies, HE
has attracted particular attention due to its ability to enable
direct computation over encrypted model updates [7, 8].
By allowing aggregation to be performed in the ciphertext
domain, HE prevents the central server from accessing
individual client parameters while preserving model
accuracy. As a result, HE-based secure aggregation has
become one of the most actively investigated directions in
privacy-preserving federated learning [9, 10, 11].

In recent years, the research landscape has expanded
rapidly, producing a large number of heterogeneous
solutions that employ different homomorphic schemes,
key management strategies, aggregation protocols, and
robustness mechanisms [8, 12, 13]. However, these
approaches are typically evaluated under inconsistent
threat models, performance metrics, and experimental
settings, which complicates direct comparison and limits
the ability to identify practically applicable designs.
Existing surveys [13, 14] predominantly provide narrative
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or conceptual overviews, focusing on architectural or

theoretical aspects rather than a systematic and

reproducible synthesis of the evidence.

To address this limitation, this study conducts a
systematic review of HE-based security mechanisms in
federated learning using the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-
Analyses) [15] methodology. The objective is to
objectively identify, filter, and analyse relevant scientific
publications and to provide a structured comparison of
contemporary approaches according to their security
guarantees, computational overhead, and practical
applicability within the CIA framework.

The main contributions of this work are as follows:

e systematic identification and screening of recent HE-
based FL research using transparent inclusion and
exclusion criteria;

e structured taxonomy of approaches for enhancing
confidentiality, integrity, and availability;

e comparative analysis of cryptographic schemes,
aggregation mechanisms, and robustness techniques;

o identification of open challenges and directions for
future research.

The remainder of the paper is organized as follows.
Section 2 describes the PRISMA-based methodology and
study selection process. Sections 3-6 present the
comparative  analysis of approaches addressing
confidentiality, integrity, availability, and integrated
protection. Finally, the paper summarizes key findings and
outlines future research directions.

2. Systematic review methodology

The analysis of contemporary approaches to enhancing
security in federated learning was performed using the
PRISMA methodology [15]. The goal of this process is to
systematically identify, filter, and select relevant scientific
publications that examine the use of homomorphic
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algorithms to protect the confidentiality, robustness, and
correctness of aggregation in FL environments.

The Scopus database was used as the main search
source due to its wide coverage of peer-reviewed scientific
journals and conferences in the fields of computer science,
cryptography, and artificial intelligence. The search covers
the period 20222025 in order to include the most recent
scientific developments on the topic. The search process
was carried out using the advanced features of Scopus,
applying a language filter for publications in English.

Keywords and phrases related to federated learning and
homomorphic encryption were used to identify relevant
studies, including "homomaorphic encryption,” "federated
learning," "privacy preserving," "secure aggregation,"”
"poison resistance," and "verification." The key terms
were combined using Boolean operators, with the final
search  expression taking the following form:
("homomorphic encryption™) AND (“federated learning™)
AND ("privacy preserving" OR "secure aggregation” OR
"poison resistance™ OR "verification™).

The initial search identified 634 scientific publications,
which were exported for further processing. After
removing 13 duplicate (preprint) records, 621 unique
articles remained. In the next stage, the titles and abstracts
were reviewed, resulting in 385 publications being
excluded due to a lack of direct relevance to the research
objectives. Of the remaining 236 articles, 109 were
excluded due to a lack of access to the full text.

A subsequent applicability check led to the exclusion
of another 23 publications in which homomorphic
encryption was only mentioned peripherally, without
being the main research focus. As a result of this multi-
stage process, in accordance with the PRISMA
methodology, 104 scientific publications were selected
that fully met the inclusion criteria and were used for an
in-depth  comparative  analysis of contemporary
approaches to protection in FL.

The process of identifying, filtering, and final selection
of publications is summarized in a PRISMA diagram,
shown in Figure 1, which visualizes the number of
included and excluded studies at each stage of the analysis.

3. Confidentiality mechanisms in federated

learning

Within the CIA triad, HE is used in FL as the primary
mechanism for ensuring the confidentiality of transmitted
client gradients and parameters. Encrypting local updates
prevents the direct disclosure of sensitive information
during aggregation, as the central server operates entirely
on ciphertexts. Along with these advantages, the practical
application of HE in FL introduces specific vulnerabilities
related mainly to cryptographic key management.

One of the main threats in this context is the “collusion
attack”, in which one or more clients collaborate with the
aggregating server in order to reveal the individual local
updates of the other participants [16]. This vulnerability is
mainly characteristic of shared key pair schemes, in which
all clients have the same private key for decrypting the
aggregated result [17]. In such a configuration,
compromising even a single client can lead to a complete

loss of confidentiality, as it becomes possible to decrypt
the individual encrypted gradients.
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Fig 1. PRISMA-based study selection process.

3.1. Approaches to protection against collusion
attacks

In order to limit collusion attacks in FL, various

cryptographic and protocol mechanisms have been
proposed in the scientific literature. A major group of
solutions includes threshold cryptographic schemes and
multi-key approaches, which eliminate the single point of
trust by requiring the joint participation of a predetermined
number of clients in decrypting the aggregated model [18].
In parallel, methods are being developed to neutralize
collusive attacks within shared-key schemes, which
introduce additional protective mechanisms without
compromising the compatibility of HE. Table 1 shows the
articles studied, sorted by key scheme.
Some solutions for protection against collusion attacks
employ masking and obfuscation of local updates. In the
scheme proposed in [17], each client adds a random mask
to their homomorphically encrypted gradients before
sending them to the aggregation server. To prevent the
masks from being revealed in the event of collusion, the
mask values are distributed among the participants through
verifiable secret sharing, so that neither the server nor a
limited coalition of clients has enough information to
recover them. Upon aggregation, the masks are summed
and correctly neutralized, allowing for the correct
aggregate result to be obtained without
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Table 1. Key schemes.

Key scheme ?gs':ggﬁ? 2022 2023 2024 2025
[34, 35, 36, 37, 38,
[6,24, 25,26,27, 39,40, 41, 42,43, [58, 59, 60, 11, 61,
Shared key No [19, 20, 21,22,23] 28,29, 30, 31,32, 44,45, 46,47, 48, 62, 63, 64, 65, 66,
33] 49, 50, 51, 52, 53, 67, 68, 69]
54, 55, 56, 57]
Shared key Yes [18, 70] [71] [9, 16, 17, 72, 73]
Threshold [77,78,79, 80,81, [85, 86, 87, 88, 89,
cryptography Yes [74, 78] [76] 82, 83, 84] 90, 91, 92, 93]
[107, 108, 109,
Multi-key Yes [94,95,96,97]  [98,99,100,101] 210102103, %5401 190
104, 105, 106] 113, 124]

revealing the individual gradients. Similarly, the schemes
presented in [18] and [70] use blinding factors pre-
generated by a trusted party, which are constructed so that
their sum is zero. Thanks to this property, the factors are
automatically canceled during homomorphic aggregation,
ensuring the correctness of the result and protection
against collusion between the server and the participants.

Other approaches, such as the schemes proposed in
[16] and [71], combine HE with differential privacy by
applying Gaussian or Laplace noise to the local gradients
so that even with collusion, the original individual data
cannot be recovered.

The schemes proposed in [9] and [16] introduce local
protection parameters in the form of individual
coefficients that are unique to each client and distributed
through a trusted third party. These parameters are directly
involved in the calculation of local updates and are not
known to the aggregating server or other participants. As a
result, even in the event of collusion between the server
and multiple clients, the lack of information about the
individual coefficients limits the ability to reconstruct
local gradients and extract sensitive information.

Finally, solutions such as [73] combine HE with
additive secret sharing, whereby local models are divided
into multiple encrypted shares distributed among different
computing nodes under the control of a trusted institution.
This approach ensures that no single node or aggregator
has enough information to recover the local parameters,
thereby providing resistance to collusion attacks and
eliminating single points of compromise.

A disadvantage of schemes relying on trusted third
parties is the introduction of an additional point of trust—
compromising these entities can lead to a complete
security breach. In approaches based on differential
privacy, noise in the data reduces the accuracy of the
model, and in obfuscation techniques, there is an
additional communication and computational overhead, in
addition to the fact that these techniques must be controlled
by a third party. The secret sharing-based mechanism,
although highly secure, requires a high degree of
coordination and synchronization among participants,
making it less applicable in large-scale scenarios.

updates that may indicate collusion or fake identities.
Together, these approaches enhance resilience against

4. Integrity protection and poisoned-gradient

robustness

Integrity as an element of the CIA triad in FL refers to
ensuring the correctness and reliability of the learning
process and the resulting global model. Unlike threats to
confidentiality, where the goal is to extract sensitive
information, attacks on integrity are aimed at manipulating
training by submitting incorrect, manipulated, or
maliciously constructed updates. Such attacks can lead to
a deterioration in convergence, a significant reduction in
accuracy, or the introduction of targeted undesirable
behavior into the model (e.g., backdoor functionality).

The main source of risk to integrity are the so-called
Byzantine clients, which do not follow the training
protocol and send modified gradients in order to influence
the final result. Due to the decentralized nature of
federated learning and the lack of direct access to local
data, detecting and neutralizing such attacks is a significant
challenge. In response to this, numerous mechanisms for
robust aggregation have been proposed in the scientific
literature, which aim to limit the impact of malicious
updates and preserve the correctness of the global model.

4.1.Robust aggregation with plaintext gradients

When the aggregator has access to gradients in
plaintext form, robust aggregation techniques are
employed to mitigate the influence of malicious or
anomalous clients while tolerating a limited number of
Byzantine participants. These methods aim to preserve the
stability and convergence of the global model despite
adversarial updates. Representative approaches include
distance-based schemes such as Krum and Multi-Krum
[115], which select or average gradients that are closest to
the majority, thereby reducing the impact of outliers,
although they remain vulnerable to coordinated Sybil
attacks. Statistical techniques, including Trimmed Mean
and Geometric Median [116], improve robustness by
removing extreme values or estimating a central tendency,
at the cost of higher computational complexity. Additional
protections rely on norm bounding (clipping) [59] to
constrain excessively large updates, as well as Euclidean,
Manhattan, or cosine similarity metrics [50], [85] to detect
and down-weight suspicious gradients that deviate from
the main cluster. Finally, Anti-Sybil mechanisms [117]
restrict groups of overly similar
independent malicious behavior but remain less effective
against well-coordinated adversaries.
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These approaches significantly increase the resilience
of federated learning with unencrypted gradients, but their
transfer to the context of encrypted data is challenging due
to the need for operations such as sorting, comparison, and
median, which are computationally heavy or impossible
with homomaorphic encryption.

4.2.Robust
gradients

This section analyzes 21 scientific publications that
present mechanisms for improving the integrity of
federated learning against poisoned gradients in the
context of homomorphically encrypted local updates. The
studies reviewed in Table 2 seek to integrate the
cryptographic confidentiality provided by homomorphic
encryption with reliable strategies for protecting the global
model from malicious clients capable of sending
manipulated or structurally incorrect gradients. The central
challenge outlined in the literature is the inability to apply
traditional algorithms directly to encrypted data due to the
computational limitations of homomorphic schemes.
Therefore, the approaches discussed develop adapted
cryptographic and statistical mechanisms that allow the
detection, suppression, or compensation of harmful
updates while preserving the confidentiality and integrity
of the training process. The first and most extensive group
includes approaches based on encrypted distance and
similarity metrics, which evaluate the deviation of local
updates from a reference or expected model. In a number
of schemes such as [85, 89, 112], encrypted Manhattan or
Euclidean distance is used, while [5, 51, 78, 86] rely on
cosine similarity or correlation measures calculated
directly on homomorphically encrypted texts.

mechanisms  over  encrypted

The second group of approaches includes clustering
and statistical methods for anomaly detection. Reference
[35] uses K-means on encrypted cosine similarities, [59]
integrates the DBSCAN protocol, which groups gradients
based on density and direction. In [90], SNN-based
clustering is applied, where the algorithm uses the density
of similarity between shared nearest neighbors to identify
and filter potentially malicious ones. These mechanisms
use group patterns in the data to distinguish between
benign and malicious updates, even when the latter are
disguised by small deviations.

A third approach involves models that use
cryptographic verification through zero-knowledge proofs
(ZKP) and virtual environments with provable integrity.
The references [19] and 41] apply ZKP to verify that local
updates are calculated correctly and do not contain
arbitrary values. The most rigorous version of this
approach [31] uses a zero-knowledge virtual machine that
executes trusted code and generates ZKP in real time for
the correctness of the computations, allowing the
aggregator to accept only updates with valid proofs.

Another important class of approaches aims to adapt
aggregation mechanisms that are resistant to malicious
client updates to a homomorphic encryption environment.
Reference [55] enables algorithms such as Krum, Multi-
Krum, and Median to be executed entirely on encrypted
gradients through an interactive masked sorting
mechanism, while [50] implements distributed Multi-
Krum logic on the Paillier cryptosystem. In this way,
classical robust aggregation mechanisms are adapted to
work in an encrypted data environment without
compromising their efficiency.

Table 2. Integrity.

Category Method 2022 2023 2024 2025
Manhattan
Distance distance [85, 112]
Euclidean distance [82] [89, 109]
Cosine similarity [5, 35, 51,78, 82] [59, 86, 111]
Similarity Correlation
coefficient [94] [103] [69, 90]
K-means [35] [109, 111]
Clustering SNN [90]
DBSCAN [59],
. Average distance [89, 109]
Statistics Inner product [69]
ZKP [19] [41]
Zero-knowledge ZKVM [31]
Krum [55]
Robust Multi-Krum [50]
aggregation Median [55]
Dynamic
Dynamic trust thresholds (53, 89, 109
y Adaptive weights [94] [82] [59, 69, 112]
Reputation [50, 103] [85, 86, 90, 111]
Blockchain [50] [59, 109, 111]
Decentralisation [35]
Multi-server [59, 85, 86, 89,
schemes [19, 94] [5,78, 103] 112]

The next direction involves dynamic trust schemes,
adaptive weighting, and participant management.

Reference [86] adapts customer weights when the model
deteriorates, [82] uses a composite Q score, [112] uses a
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median benchmark for adaptive weighting, [90] uses
customer reputation, and [69] uses dynamic adjustment of
participation probability after two-stage anomaly
detection. These methods not only filter out manipulated
updates, but also adapt the long-term influence of
participants according to their behavior.

An important subgroup consists of architectures that
use blockchain or decentralization to ensure integrity and
transparency. Reference [50] implements blockchain for
distributed Multi-Krum verification, while the method in
[111] uses blockchain to validate encrypted updates, while
[35] eliminates the central server and implements fully
decentralized peer-to-peer aggregation.

Two-server  and multi-server  cryptographic
architectures, which prevent collusion by separating roles,
also make a significant contribution. The references [85,
86, 59, 103, 78] use independent servers for homomorphic
comparisons, normalization, decryption, or verification.
Reference [5] introduces edge and auxiliary servers with
split secrets, ensuring security even with asynchronous
updates.

Despite significant progress, mechanisms for resilience
to encrypted poisoned gradients exhibit a number of
limitations. Distance and similarity metrics rely on
sensitive thresholds and can be circumvented by well-
masked updates or highly heterogeneous data. Clustering
methods sometimes misclassify benign clients, especially
with small samples. Schemes with trusted reference
models or medians assume the existence of a stable
reference point, which itself can be compromised.
Adaptive weights and reputation systems are susceptible
to slow, gradually escalating attacks. More secure ZKP
solutions guarantee correctness but introduce significant
complexity and more difficult integration into real-world
FL environments. Decentralized and blockchain
approaches increase transparency but require additional
synchronization and are vulnerable to coordinated attacks.

5. Auvailability and reliable aggregation

Within the CIA triad, the aspect of availability in FL is
closely linked to the correct and sustainable formation of
the global model. A significant threat in this context is an
incorrectly aggregating central server, where the
aggregator does not correctly perform the intended
operations on the received encrypted updates — as a result
of compromise, technical malfunction, or deliberate
malicious behavior [6]. Unlike the assumption of an
"honest but curious" server, here the aggregator can
deliberately violate the protocol by modifying, omitting, or
injecting updates, leading to systematic distortion or
destabilization of the learning process. When using
homomorphic encryption, this threat is further
complicated because the manipulations are performed on
the encrypted texts and remain difficult for clients to
detect, with even minimal changes causing significant
deviations in the global model, especially with
heterogeneous data distribution [61].

5.1. Verifiable aggregation techniques

Modern secure aggregation schemes in FL, based on
HE (Table 3), demonstrate high resistance to incorrect
aggregation through a combination of cryptographic
mechanisms and architectural solutions. The main
principle that unites most approaches is the cryptographic
"pinding" between local client updates and the global
aggregate. This binding ensures that any change,
distortion, or partial aggregation by the central server
automatically violates the verifiable equations — signature,
hash, or commitment-based.

Schemes that use an external trusted verifier or a
specialized central authority achieve strong control over
the server. An example of this is [6], where the trusted
authority performs challenge-based checks on blocks of
encrypted parameters and on the aggregated model,
allowing the detection of partial aggregation, result
substitution, or sending different models to different
clients. A similar approach is found in [17], where
Pedersen commitments, verifiable secret sharing, and
homomorphic signatures ensure cryptographic consistency
between the submitted and aggregated gradients. In [82]
and [61], verification is performed using one-way
functions or homomorphic hashes, ensuring that any
deviation from the actual sum is detected by the clients.

Other approaches rely on decentralized client
verification, which does not rely on a trusted authority in
the online phase. References [18] and [70] provide a
mechanism whereby clients verify the homomorphic
correspondence between the aggregated signature and the
individual signatures. This prevents the server from
modifying, omitting, or adding updates without the
verification failing. Reference [92] extends this principle
by embedding hidden information in the gradients and
using a linear homomorphic hash for verification — even a
minimal change in the aggregated values leads to a
mismatch. Similar robustness is offered by [66], which
uses Lagrange interpolation and commitment verification,
allowing even differentiation between incorrect and
malicious server behavior.

A significant portion of the work achieves resistance to
incorrect aggregation through architectural solutions that
reduce reliance on a single central node. The two-server
model in [64] divides the aggregation roles so that no
single server can independently skew the result without
violating the verification equation. Reference [113] uses a
fog—cloud architecture in which homomorphic hashes and
CRT compression enable verification of the aggregate
regardless of manipulation by the cloud server. Edge-
oriented solutions such as [32] provide digital signing of
the aggregation result, while TEE-based systems such as
[91] eliminate the possibility of modifying the aggregation
outside the protected hardware environment.

Modern approaches to verifiable aggregation in FL
with HE offer various mechanisms for detecting malicious
actions by the aggregator, but each has specific limitations.
Solutions based on trusted verifiers provide high security
but introduce an additional point of trust that, if
compromised, invalidates the entire scheme.
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Table 3. Verification mechanisms.

Category Method 2022 2023 2024 2025

BLS signature [6] [61]

. Signcryption [18, 70]
Signatures DTCH [32]
DS [92]
One-way HF [6, 32] [82] [64, 61]
functions HHF [65, 91, 92, 113]
. Pedersen

Ciomrtnltment commitment [17]
structures Commitment [66]
Algebraic Lla;a?aerise [64]
verification grang [66]

interpolation

Client-oriented checks eliminate the need for an
external authority, but often burden participants with
computational costs, especially in models with a large
number of parameters, with only a few solutions offering
verification with constant complexity. Architectural
approaches such as dual-server, fog—cloud, or TEE reduce
the risk of manipulation, but require additional
infrastructure and do not completely eliminate the
possibility of collusion.

6. Integrated security  architectures for

federated learning

This section discusses integrated schemes for federated
learning that simultaneously ensure confidentiality,
integrity and availability of the learning process by
combining homomorphic encryption with mechanisms to
protect against manipulated local updates and incorrect
aggregation by the central server. Unlike the approaches
discussed earlier, which address threats to confidentiality,
integrity, or integrity separately, this section analyzes
protocols that provide comprehensive protection in
accordance with the CIA triad.

The PAR-FS scheme [62] combines symmetric
homomorphic encryption, statistical anomaly detection,
and client-side verification of aggregated gradients.
Poisoned updates are mitigated using the 2-norm distance
between local gradients and the mean vector, where large
deviations receive lower weights, reducing the impact of
malicious clients. The system employs two servers and
digital signatures, enabling clients to recompute and verify
the weighted aggregation against the decrypted global
model. Thus, PAR-FS both filters anomalous updates and
ensures aggregation correctness.

The contract-based hierarchical scheme [72] employs
a three-layer architecture (training, aggregation, and
consensus), where smart contracts on a blockchain replace
the trusted third party. Malicious behavior is mitigated at
the consensus layer by scoring aggregation domains
according to model accuracy, reducing the influence of
unreliable participants. Aggregation correctness and
verifiability —are ensured through certificate-less
aggregatable  signatures  (CLAS) and  Paillier
homomorphic encryption, with secret sharing providing
robustness to dropouts. Overall, the scheme combines
model quality evaluation with cryptographic mechanisms
to secure and validate the aggregation process.

PPVFL [49] extends this approach by combining
blockchain with homomorphic encryption. Protection
against poisoned gradients relies on an honest majority and
consensus mechanisms that limit the impact of malicious
nodes. Verifiability is ensured through ECDSA signatures
that authenticate encrypted updates and a smart contract
enabling nodes to compare local and global models to
detect manipulation. Aggregation is performed over
encrypted parameters, while the blockchain maintains a
transparent and immutable record of updates.

The decentralized reputation scheme [84] removes the
central server and organizes federated learning in a peer-
to-peer network with a dynamically elected leader.
Byzantine resilience is achieved through a reputation
system that penalizes clients whose gradients deviate from
the aggregate, limiting their influence and leadership
eligibility. Secure aggregation is performed using SABLE,
a coordinate-truncated mean over encrypted data that
reduces the effect of outliers. Verifiability is provided
through zero-knowledge proofs (SNIPs, zk-SNARKS) and
verifiable secret sharing, enabling the leader to prove
correct aggregation and clients to validate and reconstruct
the global model.

EVFL [56] targets industrial 10T settings and combines
fully homomorphic encryption, BLS signatures, and
adaptive gradient sparsification (AdaGS). Poisoned
updates are mitigated by verifying the integrity of signed
encrypted parameters before aggregation, with a trusted
authority excluding manipulated contributions through
signature and challenge-based checks. The same authority
validates the correctness of the homomorphic aggregation
and ensures consistent results across agents. AdaGS
further reduces communication and computation by
transmitting only significant gradient components.

Although they provide a high level of security, the
approaches analyzed also have a number of significant
drawbacks. PAR-FS [62] relies on Euclidean distance to
the mean gradient, which assumes relatively "normal"
behavior of the majority of clients and can be
circumvented by adaptive, well-coordinated model
poisoning attacks; Furthermore, client verification of the
full weighted sum can become expensive for large models.
Hierarchical and blockchain-based schemes [49, 72] are
associated with a significant increase in communication
costs due to the need for a consensus layer, smart contract
support, and the additional latency inherent in blockchain
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infrastructures. The decentralized reputation scheme [84]
relies on the correct functioning of the reputation
mechanism and may be sensitive to coalitions, Sybil
attacks, or dynamic changes in behavior, while the use of
ZKP, VSS, and SABLE increases cryptographic
complexity. EVFL [56], on the other hand, obtains strong
guarantees of confidentiality and verifiability, but the cost
of full HE and BLS-based challenge verification remains
high, requiring compensation through aggressive gradient
smoothing, which can potentially affect accuracy.

7. Discussion

The systematic analysis reveals several clear trends in
the evolution of homomorphic encryption—based security
mechanisms for FL. First, while early studies primarily
focused on confidentiality through secure aggregation and
key management, recent research demonstrates a
noticeable shift toward integrity and availability
guarantees. In particular, the number of proposed solutions
addressing poisoned gradient detection and robustness has
increased significantly over the last two years of the
analysed period as show in Figure 2. A similar growth is
observed in approaches incorporating verifiable
aggregation, including cryptographic commitments,
homomorphic hashes, signatures, and zero-knowledge
proofs that enable clients to validate the correctness of the
server’s behavior. This indicates a transition from purely
privacy-preserving designs toward comprehensive trust-
aware federated learning systems.

The quantitative distribution summarized in Table 2
and Table 3, and further illustrated through Figure 2,
highlights this trend by showing a steady rise in integrity-
oriented and verification-based mechanisms compared to
earlier years. These results suggest that the research
community increasingly recognizes that confidentiality
alone is insufficient and that protection against malicious
clients and aggregators is equally critical for real-world
deployments, particularly in safety- and security-sensitive
domains such as healthcare, finance, and industrial 1oT.
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Fig 2. Number of proposed integrity and aggregation
verification mechanisms in academic articles (2022—-2025).

Despite this progress, the review also shows that fully
integrated solutions remain limited. Only five identified
models simultaneously address all three dimensions of the
CIA triad — confidentiality, integrity, and availability — by
combining encrypted aggregation, robustness against
poisoned updates, and verifiable or decentralized
aggregation protocols. This relatively small number

highlights the complexity of achieving comprehensive
protection while maintaining acceptable computational
and communication overhead. At the same time, it
indicates a promising direction for future research. As FL
systems move from experimental settings to practical
applications, interest in such holistic, end-to-end secure
architectures is expected to grow, motivating further work
on scalable, efficient, and jointly optimized cryptographic
and robustness mechanisms.

8. Conclusion

This paper presented a PRISMA-based systematic
review of homomorphic encryption—enabled security
mechanisms for federated learning, analysing 104 recent
studies within the confidentiality—integrity—availability
(CIA) framework. The results show that while early work
primarily emphasized confidentiality through secure
aggregation, current research increasingly targets integrity
and verifiable aggregation to mitigate poisoned gradients
and malicious server behaviour. Despite significant
progress, only a limited number of approaches provide
comprehensive protection across all CIA dimensions,
highlighting the complexity of achieving end-to-end
security with acceptable overhead. These findings
consolidate the current state of the art and indicate that
future research should focus on scalable, integrated, and
practically deployable cryptographic solutions for
trustworthy federated learning.
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